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MID KENT AUDIT

Introduction

1. This is the 2023/24 Annual Report by Mid Kent Audit on the internal control
environment at Swale Borough Council (‘the Council’). The annual internal
audit report summaries the outcomes of the reviews that have been carried
out on the Council’s framework of governance, risk management and internal
control and is designed to assist the Council making its annual governance
statement.

2. This report provides the annual head of audit opinion (‘Opinion statement’)
and a summary of the key factors taken into consideration in arriving at the
Head of Audit Opinion statement, as at 30 May 2024.

Head of Internal Audit Opinion statement

3. The Head of Audit Opinion draws on the work carried out by Mid Kent Audit
during the year on the effectiveness of managing those risks identified by the
Council and covered by the audit programme or associated assurance. Not all
risks fall within the agreed work programme. For risks not directly examined
reliance has been taken, where appropriate, from other associated sources of
assurance to support the Opinion statement (an explanatory note is included
at Annex A).

4. The Head of Audit Opinion statement for 2023/24 is:

Following two years of reduced capacity of the internal audit team due to
significant staff changes and shortages, a partially successful recruitment has
led to a period of greater stability within the team. Overall progress on the
planned programme of work delivered by internal audit has improved with a
greater number of audits completed in 2023/24. In addition to the results of the
internal audit work concluded during the year some other sources of
assurance have also been included to support the opinion. A summary of
where it has been possible to place reliance on the work of other assurance
providers is presented in the annual internal audit report. Utilising all these
forms of assurance | can draw a positive conclusion as to the adequacy and
effectiveness of Swale Borough Council’s risk management, control and
governance processes. In my opinion, Swale Borough Council has adequate
and effective risk management, control and governance processes in place to
manage the achievement of their objectives.
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MID KENT AUDIT

Matters impacting upon the Opinion statement

5. Organisations design internal controls to manage to an acceptable level rather
than remove the risk of failing to achieve objectives. Consequently, internal
controls can only provide reasonable and not complete assurance of
effectiveness. Designing internal controls is a continuing exercise designed to
identify and set priorities around the risks to the Council achieving its
objectives. The work of designing internal controls also evaluates the
likelihood of those risks coming about and managing the impact should they
do so.

6. Mid Kent Audit recognises the considerable financial challenges and the
difficult decisions that the Council had to deal with during 2023/24, however,
the professional and regulatory expectations on public bodies to ensure that
their internal audit arrangements, including providing the annual Opinion
statement, conform with the Public Sector Internal Audit Standards (PSIAS)
have not changed.

7. Factors that need to be taken in to account in reaching the Opinion statement
include:
e Changes in ways of working: Have these led to gaps in the
governance, risk management and control arrangements?

¢ Independence of internal audit: Have any limitations in the
scope of individual audit assignments resulted in it only being
possible to place partial assurance on the outcome?

e Internal audit coverage: Has any reduction in internal audit
coverage compared to what was planned resulted in insufficient
assurance work?

Changes in ways of working

8. The following are the main considerations which impacted upon the provision
of the Opinion statement for 2023/24. These are not in any priority order and
in a number of cases there is an inter-relationship between these
considerations.

e Remote working and greater use of digital forms of operation and
communication has now been in place for three years following the
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MID KENT AUDIT

rapid introduction during the pandemic. This change in ways of working
is now considered normal and the adaptions are being managed as
business as usual.

e The significant increase in cyber-attacks against all organisations to
obtain unauthorised access to data and the consequential need for
ongoing updating and vigilance in terms of security of data held.

e The introduction of the 34 hour working week at Swale Borough
Council and the continuous monitoring of performance and outcomes of
the organisation resulting from this change in working arrangements

Independence of internal audit

9. Mid Kent Audit works as a shared service between Ashford, Maidstone, Swale
and Tunbridge Wells Borough Councils. A Shared Service Board including
representatives from each Council supervises the service under a
collaboration agreement.

10.  Within the Council during 2023/24 Mid Kent Audit has continued to enjoy
complete and unfettered access to officers and records to complete its work.
On no occasion have officers or Members sought or gained undue influence
over the scope or findings of any of the work carried out.

Internal audit coverage

11. Mid Kent Audit has experienced significant turnover of staff in previous years,
and this year saw the appointment of an Audit Planning Manager and an Audit
Delivery Manager through promotions within the service. In addition to these
promotions, an auditor and senior auditor were also recruited to the team.
There are still some vacant posts within the team and further recruitment
campaigns are underway to fill the remaining posts. The Head of Mid Kent
Audit Partnership started in December 2022 and an assessment of the
structure was undertaken to determine the maximum optimisation of the
resources required to deliver the service. It is acknowledged that a significant
level of local knowledge and experience of the Council was lost during
previous years and the current structure has provided some stability to the
service.

12. The Council’'s Audit Committee approved the 2023/24 Audit & Assurance Plan
on 17 April 2023. The selection, prioritising and scoping of the audit reviews in
this Plan was undertaken by the Head of the Audit Partnership.
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MID KENT AUDIT

13. There has been a reduction in terms of the planned internal audit coverage for
2023/24. This has been due to the impact of the late completion of the
2022/23 planned work and the significant churn in terms of staff within Mid
Kent Audit. In addition, there has been a significant investigation undertaken
by the internal audit team at the request of the organisation which required a
considerable resource. The knock-on effect is that a number of planned audit
reviews have either been deferred or cancelled.

As a consequence a number of the audit reviews set out in the 2023/24
Internal Audit Plan have not been completed to inform the 2023/24 Opinion
Statement, however, the incomplete reviews from the previous year have
been included in the 2023/24 Opinion Statement. This is a timing matter,
rather than systematic of any issue in respect to the Council’s governance,
risk and control framework. The team at Mid Kent Audit has worked diligently
at the delivering the work and this timing issue is not a reflection upon the
efforts of the current team. Any outstanding audits from the 2023/24 audit
plan, have been restated on the approved 2024/25 audit plan, so should reset
the balance.

Arriving at the Opinion statement

Reliance on internal audit work performed

14.  Audit evidence to support the Opinion statement on internal control is derived
principally through completing the reviews set out within the agreed Audit
Plan. The 2023/24 Audit & Assurance Plan provided for 19 reviews to be
carried out. Three audits were highlighted as being unable to be delivered due
to staffing constraints and transformation work affecting those service areas.
These audits were Elections Management, Emergency Planning and
Performance Management. The Leisure Services Contract audit was also
postponed due to timing issues relating to a contract extension, leaving 15
reviews to be completed in 2023/24.

15.  For the reasons explained in paragraph 13, above, only 10 of these reviews
were completed in time to inform the 2023/24 Opinion statement. There are
two audits from 2022/23 that were completed during this year so will be
included in the Opinion statement. This means that 12 audits were completed
during the year and one review is still underway (Compared to 8 completed
reviews for 2022/23). These reviews are shown in the table below. There
were no Critical actions raised and two high risk action which affects
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(negatively) the risk rating assigned to a Council strategic risk or seriously
impairs its ability to achieve a key priority.

See table below for details of completed audits that informed the annual audit

opinion.

Number of Actions by Priority

Audit Review Asrs;tmgce . _ Rating
Critical High |

Social Media Sound - - 3
Public Health Funerals - - 1
Conservation and Heritage | Sound - - 1
Animal Welfare Sound - 2 3
Grounds Maintenance ! - - -
Licensing Enforcement Sound 1 4 1
Private Water Supplies Sound - - 5
Learning and Development - - -
Land Charges - - 1
Cyber Security Sound - 1 2
IT Disaster Recovery Sound 1 1 2
S;)énggﬁlg;e with Computer Sound i i 5

A summary of the Assurance and Action priority level definitions is provided in

An overview of the key findings from each of the finalised reviews for which

details have not been previously provided in the 2023/24 Progress Report to
the Audit Committee is provided in Annex C. These finding do not indicate any
significant Council-wide weaknesses in the corporate governance, risk or

A reconciliation to the work performed to the approved Audit & Assurance

Plan for 2022/23 is provided in Annex D.

Where appropriate, reliance has been placed upon previous internal audit

work and other work performed by Mid Kent Audit, including:

16.
Annex B.
17.
control framework.
18.
19.
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MID KENT AUDIT

o The unqualified 2022/23 Head of Audit Opinion and the findings of
previous years’ internal audit work carried out (paras 20 below refers).

o The outcomes of the follow up work carried out to confirm control
weaknesses identified by internal audit have been effectively
mitigated (paras 22 - 23 below refers).

o The outcomes of other work performed by Mid Kent Audit for the
Council (para 24 below refers).

20. Previous years’ internal audit work: The unqualified opinion Internal Audit
Report for 2022/23 advised that there were no audit reviews carried out by
Mid Kent Audit during the financial year where there were assurance
assessments of ‘Weak’ or ‘Poor’.

21. Poor or Weak Assessment reviews: For these reviews which include either
Priority 1 or 2 recommendations (Actions) or an overall Poor or Weak
assessment, management attend a meeting of the Audit Committee to explain
in detail the action being taken in respect to the Actions. There was one
outstanding action from a previous year’s audit that was brough to the Audit
Committee for an explanation by the Management of the service

22. Following up Actions: Actions are made in the audit reports to further
strengthen the control environment in the area reviewed. Management
provides responses as to how the risk identified is to be mitigated. Throughout
the year Mid Kent Audit carried out checks to ascertain the extent to which the
agreed Actions had been addressed by management and that the risk
exposure identified has been mitigated.

23. During 2023/24, a revised process for following up on actions was developed
within the internal audit team. All prior year’s actions were followed up and
there is one currently in progress. There are only 14 remaining from 2022/23.
The table below also includes the number of actions from 2023/24 audits and
the progress made on these to date, most of which are not due. There were
no Critical actions and one High action as set out below.
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MID KENT AUDIT

 High
Total actions 2022/23
Actions agreed 1 13 15 29
Actions cleared 0 5 9 14
Actions not due 1 7 6 14
Outstanding actions 2022/23 0 1 0 1

Total actions 2023/24

Actions agreed 1 4 15 20
Actions cleared 0 0 4 4
Actions not due 1 4 11 16
Outstanding actions 2023/24 0 0 0 0
Total Outstanding actions 0 0 0 1

24.

The outstanding action relates to the Website and Accessibility audit. The
action was to implement a Communication Strategy for the organisation. The
Communications Strategy has been drafted and sent to the Administration
Group Leaders. Officers are wating for member input before this can be
concluded.

Outcomes of other work carried out by Mid Kent Audit:

Work was carried out on the Section 31 Grant Determination 31/6499
Biodiversity Net Gain certification. The Head of the Audit Partnership
reviewed the certification completed by the council on grant spend and
provided a signed assurance confirming it was in line with the guidance.

Reliance on other sources of assurance

25.

For the reasons set out earlier in the report it has been necessary for 2023/24
to place some reliance upon a number of ‘other assurance providers’ to
support the annual audit opinion and these are summarised below:

o Corporate Peer Challenge (Para 26 details)

o Public Services Network Connection Compliance (Para 27 details)

o Confirmation of closure of various schemes relating to the Covid 19

pandemic. (Para 28 details)
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MID KENT AUDIT

o Positive findings from External Auditors Grant Thornton (Para 29
details)

26.  The Council took part in Corporate Peer Challenge Review in 2023. The
review considered the following areas:

e Local Priorities and Actions
Organisational and Place Leadership
Governance and Culture

Financial Planning and Management
Capacity for Improvement

The feedback report identified a number of recommendation that the Council
could implement to improve these areas. Throughout the year, Officers and
Members have worked together to implement a number of these actions to
continue to improve the organisation for its residents and businesses.

27.  The ICT department are regularly verified by the Cabinet Office to ensure that
it's ICT systems and infrastructure are sufficiently secure and that the
connection to the Public Services Network would not present an unacceptable
risk to the security of the network. The organisation received a certificate of
compliance to demonstrate the achievement.

28. Received sign off and thanks from various Government Departments relating
to the following schemes put in place as a result of the Covid 19 pandemic
and subsequent cost of living crisis.

e Council Tax Rebate scheme — Department of Levelling UP, Housing
and Communities.

e Energy Bills Support Scheme Alternative Funding — Department for
Energy Security and Net Zero.

e Alternative Fuel payment Alternative Fund — Department for Energy
Security and Net Zero.

e Local Restrictions Support Grant — Department for Business and
Trade.

e Closed Business Lockdown Payment — Department for Business and
Trade.

29.  Swale Borough Council’s received very positive outcomes from the most
recent external audit undertaken by Grant Thornton (2022/23 accounts).
The External Auditors highlighted the constructive interaction between
themselves and the Finance team around the audit of the financial statements
and commented positively on the areas in the Value for Money audit around
Financial sustainability of the organisation, Governance and Improving
economy, efficiency and effectiveness. There were only three
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MID KENT AUDIT

recommendations made and they also noted the positive implementation of
actions relating to the previous year’s audit.

MKA

29. Information on Mid Kent Audit which supports the delivery of the internal audit
and other work carried out in the financial year is summarised in Annex E.
Overall, despite the significant staffing changes during the year, Mid Kent
Audit has maintained a PSIAS compliant service and there has been no
diminution in the robustness of the work performed.
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Annex A

Other Sources of assurance for 2023/24

The corporate governance, risk and control framework

The corporate governance, risk and control framework for the Council is dynamic
and there will be changes to the processes throughout the year. The key
consideration for arriving at the annual Head of Audit Opinion is the materially of any
changes in terms of possibly increasing the exposure of the Council to activities and
decisions which do not conform with the approved strategies and policies.

Obtaining additional sources of assurance

CIPFA provided guidance on utilising other forms of assurance to support arriving at
a Head of Audit Opinion. This means that where the agreed internal audit plan of
work has not been fully carried out additional assurances can be obtained from
‘other assurance providers’ (this being the CIPFA terminology).

Three lines of defence

The three lines of defence model, below, explains how the level of assurance that
can be taken by the Head of Audit reduces if the source of assurance is from the
second line of defence and reduces even further if it is from the third line of defence.

As a consequence the additional assurance utilised to assist in supporting the
2023/24 Head of Audit Opinion has only relied upon second line of defence sources
of assurance (i.e. where the author is not directly involved in the day-to-day
operation of the corporate governance, risk and control arrangements they are
reporting upon.

'Three Lines of Defence’

d Y Y Y

Operationalinternal

controls

A Yy 9 Y € 4

Management and Periodic audit ‘
oversight )\ checks/tests
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MID KENT AUDIT

Reduction in reliance due to passage of time

Due to the dynamic nature of the corporate governance, risk and control framework
for the Council the reliance which can be placed on forms of assurance reduces as
time passes. This has particularly been the case over the last three financial years
with all the short-notice changes that were made to respond to the business
disruption due to the COVID 19 pandemic. As a consequence the additional
assurance placed on work carried out prior to the start of 2023/24 has been kept to a
minimum.
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Assurance and priority level definitions

Annex B

Full Definition

Short Description

Strong — Controls within the service are well designed and
operating as intended, exposing the service to no uncontrolled
risk. Reports with this rating will have few, if any,
recommendations and those will generally be priority 4.

Service/system is
performing well

— Controls within the service are generally well
designed and operated but there are some opportunities for
improvement, particularly with regard to efficiency or to
address less significant uncontrolled operational risks. Reports
with this rating will have some priority 3 and 4
recommendations, and occasionally priority 2
recommendations where they do not speak to core elements
of the service.

Service/system is
operating effectively

— Controls within the service have deficiencies in their
design and/or operation that leave it exposed to uncontrolled
operational risk and/or failure to achieve key service aims.
Reports with this rating will have mainly priority 2 and 3
recommendations which will often describe weaknesses with
core elements of the service.

Service/system requires
support to consistently
operate effectively

Poor — Controls within the service are deficient to the extent
that the service is exposed to actual failure or significant risk
and these failures and risks are likely to affect the Council as a
whole. Reports with this rating will have priority 1 and/or a
range of priority 2 recommendations which, taken together,

will or are preventing from achieving its core objectives.

Service/system is not
operating effectively
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MID KENT AUDIT

Finding, Recommendation and Action Ratings

—To address a finding which affects (negatively) the risk rating assigned
to a Council strategic risk or seriously impairs its ability to achieve a key priority. Priority 1
recommendations are likely to require immediate remedial action. Priority 1
recommendations also describe actions the authority must take without delay.

Priority 2 (High) — To address a finding which impacts a strategic risk or key priority, which
makes achievement of the Council’s aims more challenging but not necessarily cause severe
impediment. This would also normally be the priority assigned to recommendations that
address a finding that the Council is in (actual or potential) breach of a legal responsibility,
unless the consequences of non-compliance are severe. Priority 2 recommendations are
likely to require remedial action at the next available opportunity, or as soon as is practical.
Priority 2 recommendations also describe actions the authority must take.

—To address a finding where the Council is in (actual or potential)
breach of its own policy or a less prominent legal responsibility but does not impact directly
on a strategic risk or key priority. There will often be mitigating controls that, at least to
some extent, limit impact. Priority 3 recommendations are likely to require remedial action
within six months to a year. Priority 3 recommendations describe actions the authority
should take.

Priority 4 (Low) — To address a finding where the Council is in (actual or potential) breach of
its own policy but no legal responsibility and where there is trivial, if any, impact on strategic
risks or key priorities. There will usually be mitigating controls to limit impact. Priority 4
recommendations are likely to require remedial action within the year. Priority 4
recommendations generally describe actions the authority could take.

Advisory — We will include in the report notes drawn from our experience across the
partner authorities where the service has opportunities to improve. These will be included
for the service to consider and not be subject to formal follow up process.
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Annex C

Summary of Audit Findings
Social Media

We are satisfied that the Council’s social media accounts are used appropriately.
The Council has comprehensive policies on social media use for both general
Council staff and councillors. Controls and guidelines exist to ensure that the
Council’'s accounts are properly set up and that access is limited to authorised staff
members.

We found some areas of improvement regarding reviewing the social media policies
for gaps and outdated information, and in keeping up to date records of key
processes and ongoing training.

Public Health Funerals
Strong

We found that the service area adhered to s46 Public Health (Control of Diseases)
Act 1984 with regards to the statutory duty of the authority to bury or cremate should
no other arrangements be made. We also found that Public Health procedure notes
and Policy were accurate, upto-date and reviewed regularly.

Individual case files for each funeral were maintained in line with ICCM guidance.
The records held for each funeral conducted are held on Uniform and were
complete, accessible and clear.

Although two Officers attend the properties of the deceased, no formal risk
assessment takes place or is retained on the case file. Risk assessments should be
carried out to promote a safe system of working, protect officers and reduce the risk
of a Health & Safety incident occurring.

The Council can recover all expenses incurred as a result of making funeral
arrangements under s46 of the Act. Our work identified detailed documentation to
evidence action had been taken to recoup public funds and noted that the service
area makes use of a Genealogy company to trace relatives of the deceased where a
Public Health Funeral referral has been received. This is at no cost to the Authority
or the next of kin.
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Conservation and Heritage

We determined that both the Local Plan and Heritage Strategy aligned with the
National Planning Policy Framework following extensive review and consultation
phases. The Heritage Team has participated in the development of Local Plan
policies and supplementary guidance, regularly engaging with other teams within the
wider service to provide specialist heritage advice in response to planning
applications and proposals. There is a system in place to track and monitor requests
for advice and support made to the Heritage Team utilizing the Idox Uniform
Enterprise software for advice related to formal application or pre-application
enquiries. A Historic Environment Register is maintained by Kent County Council on
behalf of Swale Borough Council, and the other Kent authorities, and this is
managed via a Service Level Agreement that the service plans to review.

Conservation Area Appraisals and Management Plans (CAAMPSs) were implemented
in accordance with best practice guidelines provided by Historic England; however,
internal procedural guidance was suggested to ensure consistency in their
completion. Likewise, a wide variety of conservation and heritage guidance is
available to members of the public on Swale Borough Council’s website in
accordance with best practice, though it is recommended that a review schedule be
considered to help maintain the content. It was also noted that limited professional
training opportunities for the Heritage Team officers have been offered to date within
the service.

Animal Welfare

Controls and procedures for handling stray dogs were found to be generally well
designed and operating effectively. The service has achieved this while managing
recent operational changes, including reduced team resources, sourcing a new
kennelling contract, and partnering with the CCTV Control Centre to facilitate an out-
of-hours service. The latter arrangement was awaiting final review at the conclusion
of our work.

We found that, in addition to the Stray Dog Register and website, the Service
maintains an engaging and informative social media presence. This is successful in
facilitating the reunification of a high proportion of dogs with their owners.
Furthermore, the pro-active liaison of Animal Control Officers with kennels, rescue
centres and veterinary practices is exemplary, and essential to ensuring that
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additional kennelling charges are kept within budget. Good processes are in place to
support budget monitoring for expected revenues and expenses, and there is
proficient knowledge of contract payments. The Service also demonstrates a good
awareness to monitor extra kennelling capacity, and to determine contract
amendments and budget variations as necessary.

We raise two medium priority findings relating to statutory requirements. Our testing
found a minor inconsistency in the recording of information to meet the particulars of
the Stray Dog Register. In addition, we found some deficiencies in operation to the
follow-up of Micro-Chipping Notices. If Notices are not complied with, the Act gives
authorisation to the council to issue a summary conviction for a fine. However, we
found that in practice, this does not happen due to resource constraints, and at
present, there is a lack of timely follow up.

We raise three low priority findings in relation to minor administrative matters and
payments monitoring. While our testing found that previous write-offs for bad debts
were reducing with the introduction of digital payments made directly to the council,
no monitoring currently occurs of situations when a fee payment is unable to be
made online. Additionally, the absence of reconcilable financial information between
Uniform and Finance (Agresso) meant that a small number of payments could not be
cross-referenced.

Grounds Maintenance
Strong

We found the grounds maintenance contract contains a defined specification of
works and clearly outlines monitoring responsibilities. The service proactively
monitors performance against the contract through monthly meetings, as well as
carrying out quarterly site inspections. Performance is reported to Senior
Management and to relevant Members through briefing notes. The Council has also
recruited a Contract and Asset Monitoring Officer to support monitoring
arrangements and ensure that the terms of the contract are being met.

Meeting minutes confirm that no default notices have been issued, but we could
confirm there is a clearly defined process in the event that work is not completed as
specified.

We found contract payments and processes are clearly specified, and that payments
have been made in accordance with contract terms. While additional work did not
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form part of the scope of this audit, we identified that since January 2022, the
Council has paid Blenwood in excess of £100k on additional Grounds Maintenance
works outside of the contract terms. The service should consider whether this level
of additional spend is acceptable, and whether future Grounds Maintenance
contracts should incorporate those additional works not currently included.

Licensing Enforcement (22/23)

The licensing service has up-to-date policies in-line with relevant legislation, and
policies provide a sound framework for enforcement activities. The constitution
clearly defines service roles and responsibilities. However, officers were unable to
demonstrate the appropriate approval of supporting policies and protocols available
on the Councils website. The Council’s website also provides a poor user experience
and lacked application and licensing information when compared to other similar
local authorities’ websites.

The application process was being followed in those cases we tested. Relevant
checks had been made and associated documentation retained. However, with
inspection record keeping, different versions of inspection templates were used for
similar premises and there was an inconsistent application of the scoring mechanism
used to categorise premises.

Inspection activity has significantly reduced compared to pre-pandemic figures which
has hindered the service in determining a robust inspection regime to contribute to
maintaining the risk-based approach defined by the service within its policies.

The service monitors expired licenses and follows a process to suspend licenses
when required. Enforcement activities are intelligence led and officers obtain
information on licensing issues via regular attendance to a multi-agency forum.
Public concerns are a valuable source of local intelligence; however, we found a lack
of a defined process for demonstrating the volume, monitoring and status of
complaints coming into the service.

The Licensing service does not have a performance management framework to
enable the service to report against a considered range of defined targets or desired
outcomes.
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Private Water Supplies

The Mid Kent Environmental Health (MKEH) function is regulated by the Private
Water Supplies (England) Regulations 2016 and the Private Water Supplies
(England) (Amendment) Regulations 2018. We found officers across the partnership
were suitably experienced and qualified (were necessary) to deliver its primary
functions - registration, risk assessments and sampling.

We found that MKEH function is fulfilling its statutory obligation of annually
submitting data to the (DWI). Likewise, we found the MKEH function publishes
Private Water Supply information across its three partnership websites. However, we
found it to be out of date and does not outline the approved fees and charges
applicable.

The MKEH function has produced a number of procedure and guidance notes, which
cover the main processes (registration, risk assessments and sampling. We found
some of these to be out of date, which was acknowledged by the partnership. We
also identified a disparity between the Private Water Supplies records held and those
required under Schedule 4 Private Water Supplies (England) Regulations 2016. We
found risk assessments are completed, but identified two supply types where one
was not carried out within the regulatory five-year period. In the main, sampling is
completed but through our testing we identified one supply type which has not been
sampled. It was also unclear from the records checked and the conversations held
with officers, whether the supply type is active or inactive. We also found six supply
types had missing or incomplete sampling paperwork.

Learning and Development
Strong

We are satisfied that there are appropriate controls in place for Learning &
Development at Maidstone Borough Council (MBC) and Swale Borough Council
(SBC). Both MBC and SBC have developed comprehensive workforce strategies
that address the needs and challenges facing their respective workforce.

The training programmes incorporated a blend of workshops, seminars, online
courses and in-person sessions from industry experts and the Learning &
Development team. The programmes for MBC & SBC established training sessions
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to improve staff competencies needed to meet the requirements of the role. Both
programmes included qualification and certification opportunities to encourage staff
to take on senior responsibilities within each council.

Our testing confirmed that procedures for implementing and managing a successful
training programme was in place at each council that supports strategic priorities.

Land Charges
Strong

Our testing focused on controls to ensure that fees received are accurate and that
income is accurately reconciled with the general ledger.

We found that fee amounts are checked by officers and queried if the amount is
wrong. This includes BACS payments which need to be checked manually.
Automatic receipts are sent to customers after officers manually input the payment
into the system. Officers send VAT receipts to the respective Councils once
payments have been processed.

Reconciliations are carried out quarterly and are authorised by managers before
being sent to the Finance teams of the respective Councils for review. The
processes in place are effective in detecting discrepancies which are resolved with
management oversight. However, we noted a weakness in how authorisations are
recorded and retained to substantiate the supporting checks and to provide an audit
trail.

At the time of our work the service was undertaking a consultation exercise on fees
and charges and therefore fee setting was not covered as part of our work.

Cyber Security

We are satisfied that Mid Kent ICT has arrangements in place to ensure staff at the
Councils it serves (Maidstone, Swale and Tunbridge Wells Borough Councils) have
access to suitable training materials complemented by awareness campaigns, to
encourage and promote good cyber security practices.
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MID KENT AUDIT

Central to our work was an all staff and Councillor survey covering all Councils. The
results of the survey identified some themes to develop and strengthen existing
arrangements, notably around enhancing the role of senior management in response
to a cyber threat and better sign posting of cyber security policies to ensure greater
awareness amongst staff.

Our work also identified correct use of passwords as an area of focus with the results
of our survey identifying a high proportion of respondents not using a different
password for their work accounts.

We note that the service is slightly behind its ambition to run phishing campaigns on
a quarterly basis but intends to catch-up with an exercise scheduled during the first
quarter of 2024/25.

IT Disaster Recovery

We established that the IT disaster recovery plan (the DR plan) is readily accessible
on Teams and One-drive, ensuring availability to all IT staff members. The DR plan
undergoes regular update and review, to ensure it remains relevant and effective.
We found that while the plan incorporates some of the National Cyber Security
Centre’s (NCSC) best practices, there are further opportunities to embed these
requirements, particularly in areas such as outlining statutory requirements.
Furthermore, we found a lack of clarity to roles and responsibilities in the DR plan,
caused by inconsistent terminology and overlapping responsibilities.

We found that the Business Impact Analysis (BIA) lacks important elements such as
recovery time objectives (RTO), deviating from government guidelines. Integration of
the risk assessment into the plan is currently minimal and the risk matrices are
incomplete. Our discussion with officer also identified that training exercises to test
the DR plan have not been recently performed (within at the last 5 years),
highlighting the need for completing such exercises including broader training to
involve all IT staff.

Compliance with Computer Use Policy
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MID KENT AUDIT

The Council’s Computer Usage Policy was implemented in 2018. Our review found it
to be up to date, and accessible to officers via the Mid Kent ICT Customer Portal.
Results from our survey of officers and elected Members confirmed that the policy is
communicated and accessible.

The policy outlines the monitoring procedures for identifying breaches and
references key areas such as Password and Email policy, Web Access, and Digital
Security Incidents. We are unable to provide assurance that the Council acts on
policy breaches as our discussions with officers confirmed none have been
identified.

We have identified an improvement opportunity relating to the possible security risks
computers users may face when using Microsoft Teams, and two low
recommendations to ensure the policy is clearly embedded as part of the induction
process for officers and Members, and that both are aware of their individual
responsibilities to ensure compliance.
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MID KENT AUDIT

Annex D
Reconciliation of the approved 2023/24 Internal Audit Plan

The Position column provides the position as at 31 May 2024 and with the exception
of the shaded reviews, does not warrant that this will be the final position for any of
these reviews. The highlighted rows, below, are the reviews which informed the
2023/24 Head of Audit Opinion statement.

It was acknowledged that there can be a time-lag between issue of the draft report
and the subsequent finalisation of an audit report. The ‘Agreed Draft’ status signifies
that management has accepted the assurance grading provided for the review and is
substantially in agreement with the detailed findings. The management responses to
the Actions have not yet been provided. Consequently, for the purposes of providing
the Head of Audit Opinion audit reviews which have reached Agreed Draft have
been included.

Audit Review | Position at 31 May 2024

Social Media Finalised

Safety Partnerships Dropped

Public Health (Funerals) Finalised
Elections Management

Conservation and Heritage Finalised

Animal Welfare Finalised
Financial Planning (BACS Project) Dropped
General Ledger

Grounds Maintenance Finalised

Leisure Services

Emergency Planning

Performance Management

Housing Benefits Dropped
Disabled facility Grants Work in progress
HR Policy and Compliance Finalised
Learning and Development Finalised
Land Charges Finalised
Cyber Security Finalised
IT Disaster Recovery Finalised
Compliance with Computer Use Policy Finalised
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MID KENT AUDIT

Annex E
About Mid Kent Audit
Standards and ethical compliance
A. Government sets out the professional standards that Mid Kent Audit must

work to in the Public Sector Internal Audit Standards (PSIAS). These
Standards are a strengthened version of the Institute of Internal Audit’s global
internal audit standards, which apply across public, private and voluntary
sectors in more than 170 countries around the world.

B. The Standards include a specific demand for reporting to Senior Management
and the Audit Committee on Mid Kent Audit’s conformance with the
Standards.

Conformance with the PSIAS

C. CIPFA carried out a comprehensive External Quality Assessment (EQA) in
May 2020 which confirmed that MKA was in full conformance with the
Standards and the CIPFA Local Government Application Note (LGAN). The
Standards requires an EQA to be carried out at least once every five years,
but does not stipulate specific time intervals for Internal Quality Self-
Assessments (ISA) in the intervening period.

D. In February 2021 the interim Head of Audit for Mid Kent Audit carried out an
ISA of conformance with the PSIAS. This review confirmed conformance with
the PSIAS and raised 13 advisory or low priority action points. These points
are currently being reviewed and managed by the substantive Head of Mid
Kent Audit.

E. The scope of this ISA did not include consideration of either the risk
management or counter fraud work carried out by MKA. The scope did not
include consideration of the resourcing of MKA, the audit risk prioritisation
process or the appropriateness of the times allocated to the different stages of
individual audit assignments.

Resources

F. 2023/24 was a year of continuing staff change within Mid Kent Audit. Details
of a number of these changes have previously been reported to the Audit
Committee in the reports submitted by Mid Kent Audit. At the end of the
financial year there were still vacancies and recruitment is underway. There
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MID KENT AUDIT

will still be an impact during 2024/25, but the position will improve over the
course of the year.

Use of an external provider to assist with audit reviews

G. In September 2022, following a procurement process, Veritau was appointed
to carry out a number of the audit reviews for which Mid Kent Audit did not
have the available resources in-house. This contract was renewed in June
2023. This reflects that Mid Kent Audit has ensured the difficulties with staffing
experienced during the year have been partially mitigated.
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